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a b s t r a c t

Bring your own devices have become a new symbol of industrial and education institutional culture to
date. A single individual can gain access to personal data anytime at anywhere of his/her workplace due
to the advanced WiFi/5G network and cloud technology. The most convenient way for us to access to
cloud data is to use personal smartphone. However, smartphone is somewhat vulnerable (because of its
innate disadvantage, e.g., low security protection and limited computation resource) while encountering
with malicious attacks in open network. Mobile users may be the victims of a recent new type of attack
- advanced persistent threat (APT), since attackers may penetrate into different levels of cloud and mobile
infrastructures to eavesdrop, steal and temper data. This survey paper introduces some security/privacy
risks on mobile cloud in the view point of applied cryptography. Meanwhile, it provides some insights as
possible solutions for the risks.

© 2017 Elsevier B.V. All rights reserved.

1. Background

The comScore report [1] shows that the number of increasing
usage of mobile devices (up to 1.9 billions) has already exceeded
that of desktop (with nearly 1.7 billions) since 2015. Besides, the
average time people spend on mobile apps. has increased by 21%
over the last few years conducted by a Go-Globe survey [2]. Both
reports interpret a strong sign that an increasing number of people
tend to spend more time in using their mobile rather than other
unportable electronic devices. Themassive usage ofmobile devices
stimulates the booming ear of all kinds of network apps., which can
be available and downloaded from either Apple’s iTunes or Google
Play Store.

Although mobile devices connected to Internet allows Internet
users to enjoy many network services and applications much like
desktop, they, to a large extent, cannot fully provide excellent user
experiences for their users because of their ‘‘natural-born’’ con-
straints, including limited memory, processing power and battery
life. To helpmobile devices tomove beyond the restrictions,mobile
research and industrial communities invent a new framework,
mobile cloud, which is the convergence ofmobile devices and cloud,
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such that device users are allowed to offload heavy storage and
computational cost to cloud (Fig. 1) to reduce the local resource
and energy consumption. This is especially important in the era of
big data [3–5].

There are long-list advantages for us to leverage cloud to deal
with storage and computation barrier in mobile devices [6–8]. For
instance, when trying to find a path to a sightseeing destination,
say from London Bridge to British Museum, a tourist with a mobile
device does not need to spend many mobile data in downloading
a full local London map embedding with all hotel, restaurant,
sightseeing information, but simply reporting his location to cloud-
based Global Positioning System (GPS) navigation. Take social
media networking apps. as another example. While using Tinder
(https://www.gotinder.com) to find friends nearby, it is unneces-
sary for us to download all systemusers’ information tomobile, but
just upload our current locations. Besides, by using considerable
computational power of cloud, mobile devices with limited com-
putation resource can enable users to play 3D games, to runmobile
commercial systems, and even to participate into mobile-learning
platforms (e.g. Litmos (https://www.litmos.com)).

Lifting weight from mobile devices to mobile cloud, however,
may yield security and privacy concerns. There are various chal-
lenges incurred by the usage of mobile cloud, e.g., identity man-
agement and standardization. As we mention previously, a mobile
user may upload his/her personal information to a cloud, which is
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trusted by the user. Nevertheless, this may endanger the privacy
of the user while the cloud server is intruded bymalicious Internet
hackers. For example, the leaking iCould celebrity picture [9], Bar-
clays bank client records leak incidence [10], and the most recent
WannaCry ransomware attacks on NHS [11] are wake-up calls for
considering user privacy in cloud.

A new type of attack called Advanced Persistent Threat (APT)
has also caught the attention of security and privacy researchers
in recent years. A typical APT often targets to a group of entities
to steal valuable personal data/information via continuously com-
puter hacking with considerable resource and infiltration strategy.
Commercial organizations, business companies and even govern-
mental institutions are usually the main targets of the threat. We
have reason to believe that mobile devices are in the top of victim
list as the devices nowadays are used to perform various types
of Internet cloud operations, such as personal on-line banking
(e.g., HSBC Mobile Banking1 ) and chat apps. (e.g., WhatsApp2 ).
It will definitely incur a great amount of personal privacy and
property loss if our banking account is hacked or our private chat
history is disclosed on line. In this survey, we focus on some
practical behaviors of mobile users to discuss the security and
privacy risks in mobile cloud. Specifically, we mainly focus on the
following clients’ behaviors: identity authentication before build-
ing up connection with cloud, data encryption before uploading
to cloud, data integrity check after data uploading, remote data
search, share and computation.

Paper organization. This paper is organized as follows. We
introduce the advantages ofmobile cloud not only formobile users
but also for community in Section 2. In Section 3, we explore the
security risks of mobile cloud. We propose some countermeasures
in Section 4. We conclude the paper in Section 5.

2. Opportunities of mobile cloud

Mobile cloud is able to provide ‘‘real-time’’ personal and public
data access for all Internet users at anytime, anywhere, on any
mobile device. The great potentialmarket ofmobile cloud has been
attracted great investment of Internet service providers andmobile
manufactures (e.g., Samsung, Apple and Nokia).

2.1. Convenient data access for users

In addition to traditional phone services (e.g., phone call), mo-
bile service providers can promote new and more convenient
offers to their clients by leveraging the considerable computing
and storage ability of mobile cloud. Mobile learning, e.g., eLearning
INDUSTRY,3 is a novelmerging service inwhich clients are allowed
to take on-line and real-time courses, upload homework, assign-
ment and participate into real-time seminar via mobile apps. On-
line learners can search what they are interested in from mobile
cloud, and download unlimited but easy accessible resources from
the course database, on-line universities’, and even public libraries.

Clinics, hospitals and health care centers can definitely get
benefit from mobile cloud service, like mobile-health (mHealth)
care service (e.g. TotalMobile4 ). Getting rid of tedious paper works
and wasting time in long queue, patients now can use mHealth
service for doctor appointment via their portable mobile devices.
Moreover, new health sensor techniques can be employed into
mobile devices, such that the health condition of patients can
be immediately updated to doctors for better medical treatment

1 https://itunes.apple.com/gb/app/hsbc-mobile-banking/id565993818?mt=8
2 https://www.whatsapp.com/
3 https://elearningindustry.com/
4 http://www.totalmobile.co.uk/healthcare

Fig. 1. Mobile cloud framework.

track. The new mHealth service providers are able to not only re-
duce medical care fraud but also improve patient safety bymaking
use of advanced cloud computing ability.

It is a trend that Internet users prefer to launch finance-related
activities on their smartphones. A blooming period for mobile
finance is approaching. Due to being equippedwith powerful com-
putational resources, mobile cloud is strong enough to support
various financial behaviors, such as money transfer, and bank
payment. Much like bankmobile,5 many world-wide banks have
implemented mobile on-line banking to date. Take HSBC mobile
app6 as an example. The app allows on-line banking clients to
check the balance of their accounts, generate security one-time
login code, and do some payment/bank transfer with text notice.

Mobile cloud game service is also another potential market.
There are many new and popular game apps (e.g. ROVIO Angry
Birds7 ) for iOS, Android, Windows platforms emerging every year.
Nevertheless, the visual/sound effect and complex game design of
those apps seriously consume smartphone’s battery and memory.
With help of mobile cloud, the game engine and effect/upgrade
packages can be completely offloaded to cloud and meanwhile,
the cloud can be used to run large computational cost algorithms
(e.g., graphic rendering). The mobile cloud can also make mobile
users consume less storage space for the continue version update
in the sense that the old version can be stored and backed up
in cloud. More importantly, cloud-based game supports on-line
multi-player interface, so that multiple players can compete with
each other in the same game though being in different physical
locations. The competition results can be shown and shared in real-
time in on-line friends group.

Last but not least, mobile cloud provides large-scale streamme-
dia store (e.g., MobileMedia8 ), large volume of social network data

5 https://www.bankmobile.com/app/
6 http://www.hsbc.co.uk/1/2/contact-and-support/ways-to-bank/mobile
7 http://www.rovio.com/
8 http://www.mobilemedia.co.uk/
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share, and location-based service (e.g., Magellan RoadMate9 ) for
smartphone users. Considerable storage space, unlimited compu-
tational power, and convenient interface, these extremely appeal-
ing advantages of mobile cloud, that light up a bright prospective
for diverse mobile services.

2.2. Enlightenment for communities, industries and authorities

It is clear that mobile cloud does create visible and invisible
opportunities for other entities including academic researchers,
industries and authorities. The academic communities may be
inspired to design more lightweight, secure and up-to-date pro-
tocols/systems that relieve the workload and worry of mobile
users in defending open network malicious attacks. With the as-
sistance of mobile cloud, industries and companies are able to
providemore powerful data computing, faster data processing, and
more considerable storage services for their clients, for example,
Portable Genomics (http://www.portablegenomics.com/#!home)
offers convenient genome data analysis services to smartphone
users. The authorities, such as local transportation center, may
make use of mobile cloud to fulfill real-time public surveillance,
such as traffic real-time report and forecast in mobile platform.

Furthermore, the deployment of mobile cloud yields an op-
portunity of collaboration among mobile device users, mobile
service providers, and local authorities. The collaboration of the
three parties, definitely, contributes more correct, accurate and
trustworthy outcomes compared to the only-one-side-workmode.
Moreover, mobile device users need to worry about battery, mem-
ory and computation limitation no more with help of service
provider/cloud server. For example, mobile data encryption and
decryption would be partially offloaded to a cloud server, so that
the users only are required to perform a light piece of computation
task. The collaboration, however, should ensure that even the
service provider colludeswithmalicious attackers, they still cannot
gain access to the users’ data.Working togethermay be an effective
way to tackle efficiency, privacy and security problems.

The surveillance and authorization of local authorities for mo-
bile cloud service providers are another effective approaches to
guarantee that the services are secure and trustworthy. Malicious
service providers should be tracked down and further punished
under the local security and privacy law. Besides, new data pro-
tection and user privacy law enforcements are always desirable to
be refined under the up-to-date situation. There have been some
standards for mobile devices/networks (e.g., 3GPP10 ) and cloud
computing (e.g., ETSI11 ). However, there is no standard clearly
targeting to mobile cloud. It is now a great opportunity to put
standardization of mobile cloud on schedule.

3. Challenges in mobile cloud

Taking advantage of advanced mobile and network technol-
ogy, mobile users may enjoy various on-line activities, for ex-
ample, accessing social network information, watching on-line
video (e.g. YouTube), checking email (e.g. Gmail),managing on-line
banking (e.g. HSBC on-line bank), and on-line shopping (e.g. Ama-
zon, eBay). As illustrated in a U.S. smartphone use survey in 2015,12
Internet browsing and email checking are two main behaviors
of mobile users in addition to basic mobile operations, like text
and phone call. In terms of the Internet browsing, over 50% of
mobile users may use their devices to read health information

9 http://www.magellangps.com/Store/SmartGPS-Products/Magellan-
RoadMate-On-The-Go-App-for-iOS
10 http://www.3gpp.org/
11 http://www.etsi.org/standards
12 http://www.pewinternet.org/2015/04/01/us-smartphone-use-in-2015/

and fulfill on-line banking, while estate hunting, job searching, on-
line education, and government service look-up are other frequent
behaviors.

Standing at the viewpoint of applied cryptography by the
side of mobile cloud users, this paper investigates some security
and privacy risks based on the following frequent user opera-
tions: (1) (login) authentication between client and mobile cloud;
(2) outsource data from local mobile device to remote cloud, and
data integrity check; (3) search and share client’s remote data, and
remote data computation. Meanwhile, the paper will show that
existing tools do not fully satisfy the practical security needs of
mobile cloud users.

3.1. Mobile clients authentication

While talking about user authentication, we usually consider
the singleway ‘‘client to cloud authenticationmode’’, where server
will only allows valid clients to access to cloud system if the
clients pass the corresponding ‘‘identity check’’. This type of ‘‘proof
of identity’’ is extremely helpful in protecting cloud clients’ data
privacy. For instance, a user of a cloud-based storage system
(e.g. Box13 ) can only gain access to his/her own on-line data by us-
ing a unique and personal pair of user name and password. To date,
there are various mobile-to-cloud authentication methods that
have been proposed in the literature. They can mainly be catego-
rized into three branches, namely knowledge-based, possession-
based and biometric-based authentications. Leveraging one of the
approaches individually that may yield some potential security
concern.

Using user name and password for (knowledge-based) authen-
tication [12–14] that is one of most user-convenience authentica-
tionmechanisms. Some of the existing systems are already built in
the mobile setting. For instance, Acar et al. [13] introduce a single
password authentication in which amobile device/hardware must
be fully trusted. Specifically, the hash value Hash(pw) of a user’s
password pw is regarded as a key to encrypt a randomly string K
generated by themobile user (i.e. CT = Encrypt(Hash(pw), K )), and
the encryption is further stored in the mobile device; meanwhile,
the user’s identity ID and the string K are delivered to a cloud
server. When trying to login the server, the user needs to send
his/her ID to the server who returns a challenge chal. The user
further taps password pw into the mobile, such that the mobile
can recover K = Decrypt(Hash(pw), CT ) and next to compute a
MAC(K , chal) for the server. With knowledge of K and chal, the
server can check the validity of theMAC value. To secure password
from being easily guessed, mobile clients usually are requested to
use a long and complex enough combination, (e.g. using image
as password [15]), or to install some password manager apps
(e.g. SafeInCloud - https://www.safe-in-cloud.com/) to ‘‘securely’’
manage their passwords. However, passwords may suffer from
some pitfalls because of some human information processing lim-
itations. The same password may be reused in different systems
that definitely increases the risk of domino system crack. More-
over, clients may pick up their passwords from some special and
meaningful information, such as birthday and family member’s
name, so that the passwords will be easily revealed once the
related information is known by attackers.

Possession-based authentication enables mobile clients to
make use of something they hold to fulfill identity authentication.
Accordingly, we may choose to use secure USB token, one-time
password [16], or embed a public key infrastructure (e.g. [17])
into mobile devices, to strengthen the security of authentication.
But this approach requires more computational cost and energy
consumption, for example, key management might be a problem

13 https://www.box.com/en-gb/home
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for mobile devices upon the usage of public key infrastructure.
Furthermore, the possessed device might be stolen by adversary
or lost by careless token holder, such that they may be misused in
the future.

The biometric-based authentication [18–20] can be used to
provide a unique and portable way for client identification via
making use of client’s bio-characteristics, such as voice, face, iris
and fingerprint [21]. How to secretly store and process personal
bio-information in authentication is amajor privacy concern. Since
one’s biometric information is unique, if adversary obtains the
information by hacking into the client’s mobile device, it will bring
severe harm to personal privacy.

To achieve stronger authentication security, multi-factor au-
thentication systems (e.g. [22–25]) have been proposed in the
mobile cloud setting. In a multi-factor authentication mechanism,
more than one factor/technique-base are implemented into iden-
tity verification. A device and a cloud server will need to share
some secret information as a preparation for future authentica-
tion, such as Hash(pw) or random string K . The authentication
phase will take 2–3 factors’ information (for example, password
and secure token, fingerprint and password) into the ‘‘challenge-
and-respond’’ interaction (see Fig. 2). The multi-factor mechanism
strengthens the difficulty of cracking the verification in the sense
that malicious attackers have to compromised all factors to lead to
a successful attack. Because of its high security guarantee, many
companies have employed multiple factors for clients authentica-
tion, e.g., SafeNet (http://www.safenet-inc.com/), Microsoft Azure
(http://azure.microsoft.com/en-us/) and rackspace (http://www.
rackspace.com/).

Nonetheless, the ‘‘most-secure-look’’ multi-factor authentica-
tion still suffers from thorny challenges incurred by factor up-
date/revocation, delegation in authentication, and bidirectional
authentication (see Table 1). We note that by ‘‘Cloud to Client’’
authentication mode we mean a cloud server may need to show
a client that the service provider/server and the corresponding
service are both authenticated by some trusted public authority
and meanwhile, the client is protected by some necessary law
enforcement. Consider a use case of eHealth mobile app. If the
service provider is not under correct regulation which is bounded
by patient privacy law, it may maliciously leak patients’ health
record for commercial benefit.

Factor update/revocation is necessary while a factor is compro-
mised by attackers. How to effectively and efficiently detect the
corrupted factor and further issue a ‘‘fresh’’ factor for both cloud
and client is a challenging task. A delegation for identity verifi-
cation is very common in daily life. For instance, an on-line eBay
user is re-directed to a third-party payment platform. Here, the
first login cloud service provider should take responsibility for the
secondplatformauthentication, so that noprivacy informationwill
be ‘‘curiously’’ collected by the latter, e.g., the client’s transaction
history. The authentication delegation may also happen in client
side in the sense that a client Alice requires another client Bob
to login a cloud storage system to use the data/service on behalf
of Alice. Some naive solutions, such as requesting the server to
modify access control list which allows Bob to ‘‘enter’’ the system,
maywork. But allowing the server to know the delegation between
Alice and Bob may lead to high risk of secret leakage in some
business scenarios. Therefore, a privacy-preserving client-side au-
thentication delegation is desirable. Last but not least, a bidirec-
tional authentication system should be considered (i.e. client ↔
cloud) due to unpredictable security risks in an open network.
The growing number of network phishing and fake cloud services
have been taking serious influence inmobile cloud security.Mobile
clients must need a way to verify a cloud service provider before
authorizing its further operation (e.g. data collecting) on the de-
vice.

In addition to the previously introduced cloud-based authen-
tication mechanisms, there are some interesting systems in the
literature, such as behavior-based authentication [26], single sign
on [27], mobile trusted module [28] and anonymous authenti-
cation [29]. These systems, however, cannot address the above
challenges as well.

3.2. Data secrecy protection

The confidentiality and integrity of mobile cloud data should
be put at the top of priority list. Encryption technology seems to
be an appropriate secure tool that can be used to protect the on-
device (local) data and the outsourced data from being tempered
and information extracted. Effective and efficient data protection
and integrity check techniques can deliver sense of trust to mobile
cloud users.

We first consider the case that mobile device users prefer to
install a cryptographic system in their devices. The traditional
cryptographic encryption is classified into two branches — sym-
metric encryption and asymmetric encryption. Advanced Encryp-
tion Standard (AES) [30] and Data Encryption Standard (DES) [31]
are the standard examples of the former, while public key based
encryption [32], identity-based encryption [33], attribute-based
encryption [34] and functional encryption [35] are considered
as the latter. The asymmetric encryption sometimes is generally
referred to as public key encryption.

Being different from symmetric encryption (in which decryp-
tion and encryption are constructed byone key), public key encryp-
tion needs a pair of public and secret key. The public key is used for
encryption, while the secret one is for decryption. The traditional
public key encryption, like ElGamal [36] and RSA [37], only offers a
one-to-one encryption and decryption mode. Namely, an encryp-
tion of a message can be only revealed by an encryption receiver
with a valid secret key. Following by thewell-study of ElGamal and
RSA encryption, more flexible public key encryption systems have
been proposed in the literature. Identity-based encryption [38–40]
is proposed to allow users to share message in encrypted format
under ‘‘identity’’ (such as email address). More general encryp-
tion (supporting one-to-many mode), like broadcast encryption
(e.g. [41,42]), attribute-based/functional encryption (e.g. [43]), are
used to encrypt message under pre-specified access policy. Com-
pared to symmetric encryption, public key encryption technique
provides flexibility in encryption and fine-grained data share abil-
ity, for example, an encryptor can encrypt a message for a group of
users with knowledge of some public information (e.g., identities,
attribute set). The advantages of public key encryption, however,
yields relatively huge computation, communication and storage
complexity as opposed to symmetric encryption. We take a look at
the most well-known RSA encryption mechanism below. A mobile
user, say Alice, may choose two distinct prime numbers p and q,
compute n = pq and φ(n) = (p − 1)(q − 1), and choose an
integer e so that gcd(e, φ(n)) = 1. Alice further chooses a d so
that d = e−1mod φ(n), publishes n and e as her unique public
key, and keeps d secret as a secret key. Any system user knowing
Alice’s public key (n, e) that can encrypt an integer m (0 ≤ m < n,
gcd(m, n) = 1) as C = me mod n to Alice, such that Alice can use
her secret key d to recover the m as m = Cd mod n, where n = pq,
1 < e < φ(n), gcd(e, φ(n)) = 1 and d = e−1mod φ(n).

Even RSA, the most efficient public key encryption scheme,
still cannot outperform symmetric encryption in the efficiency
assessment w.r.t. power consumption, and encryption/decryption
speed (the benchmark can be referred to Crypto++) (see Table 2
for the efficiency comparison. We note that the data in Table 2
is collected from Crypto++(https://www.cryptopp.com/) whereby
AES is 128 bits, and RSA is 2048 bits. For RSA 2048-bit encryption,
0.16 Milliseconds/Operation is given. We assume that one oper-
ation roughly proceeds 1024-bit data. Therefore, the encryption

http://www.safenet-inc.com/
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Fig. 2. Unidirectional mobile to cloud authentication structure.

Table 1
Comparison among different types of authentication.

Category Security Client to Cloud to Factor Update Authentication
Cloud Client /Revoke Delegation

Password weak ✓ ✕ ✕ ✕

Possession weak ✓ ✕ ✕ ✕

Biometric weak ✓ ✕ ✕ ✕

Multi-factor strong ✓ ✕ ✕ ✕

Table 2
Comparison among DES, AES and RSA.

Key Round Running Time Power Hard/Software
Size (bit) (MiB/Second) Consumption Implementation

DES 56 16 32 low better in hardware
AES 128, 192, 256 10, 12, 14 139 low fast
RSA ≥ 1024 1 0.763 (Encryption) high inefficient

0.020 (Decryption)

complexity is around 7.63MiB/s. Similarly, we have the decryption
complexity of RSA is approximately 0.020 MiB/s.

If mobile users are onlywith single purpose— outsourcing their
own data to mobile cloud, they may choose to employ symmetric
encryption technology (e.g. AES) to encrypt the data before upload-
ing to the cloud.

Symmetric encryption looks like a very promising solution to
guarantee data security. Nevertheless, a direct and critical prob-
lem incurred by using symmetric encryption in mobile devices
that is key management. Mobile users need to store encryp-
tion/decryption key locally, such that they can re-gain access to
their data in the future. If the clients only upload a few files with
small size (e.g. 1 MB) to cloud, key management problem may be
ignored. But if they outsource a great amount of image, audio, and
video datawith huge size (e.g. 2 GB), the keymanagement problem
is extremely challenging as the devices may suffer from large-size
key file storage issue. A naive solution to the problem is to encrypt
the key file and next upload the encrypted file to mobile cloud.
Nevertheless, again, the clients are still required to store some keys
locally. Once the devices are intruded by attackers, the keys are
compromised as well.

Symmetric and Asymmetric Method. To reduce local key stor-
age cost, a mobile user may combine symmetric encryption with
asymmetric one. Suppose SYE is a symmetric encryption with key
generation algorithm SYE.KeyGen, encryption algorithm SYE.Enc ,
and decryption algorithm SYE.Dec; PKE is a public key encryption
with key generation algorithm PKE.KeyGen, encryption algorithm
PKE.Enc , and decryption algorithm PKE.Dec . The user may first
generate a symmetric key SYE.key for a file f to be encrypted, runs
C = SYE.Enc(SYE.key, f ) and further encrypts the key SYE.key as
V = PKE.Enc(PKE.pk, SYE.key), and finally uploads C and V to
a mobile cloud, where public/secret key pair (PKE.pk, PKE.sk) ←
PKE.KeyGen. After that, the user can reuse the same PKE.pk to
encrypt all the symmetric keys, next upload the encryptions to

the cloud. Here all ciphertexts and their corresponding encrypted
keys are stored in the cloud. The user is only required to safely and
locally store the PKE.sk. This hybridmethod ismore efficiency than
managing a bunch of symmetric keys in local mobile devices.

Mobile Data Encryption Apps. Mobile encryption apps bring hope
for lessening key management problem. Many mobile devices in
various platforms (e.g. Apple iOS, Android, and Windows) enable
users to encrypt personal data in a hard-cored way. Some data
encryption apps (e.g. boxcryptor14 ) are also invented to allow
users to encryptmobile contents before uploading. The encryption,
which is embedded in the platforms/apps, mostly depends on
password/PINmode, in which the password/PIN is used to encrypt
encryption/decryption key. The encrypted key may be stored in
remote cloud as well, depending on user preference. We note that
even if a hard-cored security system is installed in a mobile to
protect user data, a malicious attacker may be able to find a way
to extract personal data from the mobile device [44].

Nonetheless, both hybrid and apps modes leave computation,
communication and trust problems to us. No matter which apps
or platforms we use, we have to encrypt data in local devices
beforehand. This is a barrier to fully leverage the computational
power of mobile cloud. Moreover, encrypting large volumes of
fileswill occupymany local computation resource, increase battery
consumption and meanwhile, large encrypted block might ob-
struct the mobile bandwidth. At last, a potential security risk pops
up from a fact that we have to fully trust the apps/platforms we
use. Once the trusted facilities are cracked/intruded by attackers,
our data secrecy can be guaranteed no more.

Bypassing the usage of heavy cryptographic encryption tools,
some academic research works (e.g. [45–47]) have been proposed
to achieve high efficiency for mobile data encryption. For instance,

14 https://www.boxcryptor.com/en

https://www.boxcryptor.com/en
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an efficient image sharing system for mobile devices is introduced
in [45], in which 90% of the image transmission cost is elimi-
nated from the mobile user side (to a third party). However, the
lightweight solutions are only the first step for mobile data out-
sourcing. Much like the aforementioned encryption approaches,
these academic works fail to support remote data integrity check.
Without integrity check, taking the image sharing system as an
example, we cannot ensure that the outsourced images are ‘‘100%’’
identical to the original ones.

3.3. Data integrity check

The integrity check of outsourced (encrypted) data is desirable
while data owner loses the physical control of the data. In tra-
ditional scenario, the check is fulfilled by simply using message
digest technique (e.g. MD5 [48] and SHA [49]). Suppose there are
a file f and its digest D = H(f ), a data owner is able to retrieve an
encrypted file Enckey(f ) fromamobile cloud, next recover f byusing
a decryption key key, and finally compare the value ofH(f )with the
digest D (stored in mobile) to check if f is tempered, where H is a
cryptographic hash function. Nevertheless, this technique requires
data owner to possess a ‘‘copy’’ of the data (or its digest) which
is stored locally. This brings storage hindrance for mobile device
users.

Remote data auditing offers data integrity check with help of a
trusted (third party) auditor even the data is outsourced to cloud.
A remote data auditing system with data protection mainly works
as in Fig. 3. The data owner can upload encrypted block data to
the cloud server, while valid data readers are allowed to download
and decrypt the data for further use. A trusted third party, called
auditor, takes charge of the data integrity check. The auditor is
sharedwith some secret information by the data owner in advance.
In the checkingphase, the cloud server first sends the specified data
to the auditor and next gives a proof to the auditor’s challenge. If
the auditor accepts the proof, the data maintains its integrity.

A remote data auditing can usually be classified into one of the
following models, namely provable data possession-based (PDP),
proof of retrievability-based (POR) and proof of ownership-based
(POW). The PDP method only focuses on preserving the integrity
of outsourced data, so that data encryption technique may not
be fully considered. Some existing PDP systems take no consider
for data protection, e.g. [50,51], either are lack of data recovery
support (i.e. the damaged data cannot be recovered) with linear
complexity, e.g. [52,53] with O(t) computation cost for client and
the same complexity for communication, where t is the number
of blocks to be changed/recovered; whilst the systems guarantee
data recovery but leads to high (linearly) computation complexity
on client side (e.g. [54]). The recent POR solution, [55], is a type
of cryptographic proof of knowledge, protecting data secrecy and
providing data recovery function. But its computation and stor-
age overheads (with O(tlog2n) computation complexity on client
side, and O(t2log2n) for communication complexity) hinder its
applicability to mobile applications, where n denotes the number
of blocks of each file. Similarly, the most recent POW method
designed in [56], single-instance data storage for removing data
redundancy, still yields huge computation complexity - O(t) for
client computation andO((m+t)n) for communication cost, where
m is the number of symbols of a block. Besides, it fails to recover
information from broken/damaged data.

On one hand, mobile device users are willing to offload com-
putational complexity but also storage overhead to cloud. On
the other hand, the users want to maintain the (periodically)
data availability and integrity check for the ‘‘hand-off’’ data. From
Table 3 and the previous paragraph description, we see that none
of the existing systems cost-effectively achieves data protection,
integrity check and data recovery in mobile setting.

3.4. Mobile cloud data search

Since being out of ‘‘physical control’’ of personal data, mo-
bile device users may need some secure means to search and
retrieve their data stored in mobile cloud. Searchable encryp-
tion mechanisms have been designed to guarantee data confi-
dentiality and search privacy. Specifically, in a searchable encryp-
tion scheme, a data owner is allowed to upload an encrypted
database and an encrypted search index structure to a cloud
server (in the 1st phase), such that the server can locate the
encrypted data by using so-called search token generated by
the data owner (in the 2nd phase), see Fig. 4. Searchable en-
cryption mechanism is generally based on client–server mode. A
data writer is allowed to encrypt and upload the data to cloud
server, while a data reader is able to generate search trapdoor
for the server, so that the server can search the related encrypted
file(s). There are total four searchable encryption architectures,
namely singlewriter/single reader,multi-writer/single reader, sin-
gle writer/multi-reader, multi-writer/multi-reader.

Symmetric searchable encryption (SSE) [57–60] and public
key based searchable encryption [61,62] are two classic types of
searchable encryption. SSE is usually leveraged in practice as its ef-
ficiency is much better than that of public key based systems. This
is because SSE only makes use of lightweight cryptographic tools
as building blocks, such as pseudorandom function, pseudorandom
permutation, and hash function. Moreover, SSE focuses more on
the optimization of encrypted search index structure compared
to the design of public key base systems. On the contrary, public
key based searchable encryption is built on top of public key en-
cryption technique, e.g., identity/attribute-based encryption. The
main reason of the low search efficiency of public key system is
that a system usually takes pairings computation as a matching
test. We here take [61] as an example. In [61], TW = H1(W )α is
seen as a search token/trapdoor, and the keywordW is attached to
ciphertext components A = g r , B = H2(e(H1(W ), hr )), where α is
the secret key of data owner, h = gα , r is a random element, H1
and H2 are cryptographic hash functions. To successfully match a
given tokenwith a ciphertext, the server needs to performapairing
calculation, H2(e(TW , A)) = B. We note that public key based
searchable encryption has its own advantages that are not implied
in SSE, although it cannot outperform SSE in terms of efficiency. For
example, public key systems provide integrity check for any third
party without knowledge of secret key information. The search
index structure can also be effectively checked/verified even the
encrypted structure is stored remotely in cloud.

Consider in practical use that a mobile device user may only
choose to encrypt his/her private data before uploading to mobile
cloud, and further to either search the data on his/her own or
delegate the search to other parties, i.e. single writer/single-or-
multi-reader SE mode. The mobile user may use an SSE system
due to its high efficiency in the mode. A recent SSE system, for
large scale database, is proposed in [58]. The primitive idea of the
system design is that a user symmetrically encrypts each file with
a keyword w as d ← Enc(K2, Ii) with the key K2 ← F (K , 2 ∥ w),
and stores d into an array A (|A| = T ), where F is a pseudorandom
function, andK is its seed. Theuser further partitionsA into bblocks
(T ′ ← ⌈T/b⌉) and computes the new indices as l ← F (K1, c) and
d′ ← Enc(K2, Jc), where c ∈ [0, . . . , T ′] and Jc is the cth block
of A, and K1 ← F (K , 1 ∥ w). The tuples (l, d′) are stored in a list
γ . For data search, given K1 and K2, the server first locates d ←
Get(γ , F (K1, c)) from γ , recovers (i1, . . . , ib) ← Dec(K2, d), and
finally computes li ← Dec(K2, A[ij]). The system is efficient as only
pseudorandom function and symmetric encryption are used in the
construction. However, users have to undertake high computation
complexity for encrypting ‘‘the whole’’ database and its search in-
dex structure (in advance), but also to spend large communication



M.H. Au et al. / Future Generation Computer Systems 79 (2018) 337–349 343

Table 3
Summarization for Data Protection and Integrity Check.

Systems Data Integrity High Computation Complexity Data
Protection Check for Client Recovery

DES ✓ ✕ ✕ ✕

AES ✓ ✕ ✕ ✕

RSA ✓ ✕ ✕ ✕

PDP ✓a ✓ ✓ ✕b

POR ✓ ✓ ✓ ✕c

POW ✓ ✓ ✓ ✕

a Some PDP cannot fully provide data protection
b Most of PDP fail to provide data recovery
c Most of POR supports data recovery

Fig. 3. Remote data auditing system with data protection.

Fig. 4. Secure searchable encryption framework.

cost in transferring the encrypted database and the index structure
(to cloud). This can be evidenced from the above details that a user
must build up a search index structure, and next compute each
related file’s encryption and pseudorandom value. Furthermore,
the symmetric encryption and pseudorandom computation for l
as well as encrypted files are linearly in the product of number of
keyword and the related files. If there is a great amount of files in
the database, say 100 GB, a mobile user has to take a long time to
deal with the ‘‘encryption’’ of index structure and the database.

To offload the above burden to a third party, we have to assume
that the party is fully trusted as a secret information of data
search belonging to data owner will be shared with that party.
This trust assumption does not scale well in practice, since once
the party is compromised by malicious attackers, the attackers
can fully obtain the search ability. More recently, Li et al. [63]
introduced a traffic and energy saving encrypted search system
to remove the fully trust assumption and furthermore to protect
data privacy. The system, unfortunately, cannot support expressive
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search query, such as range, boolean and more complex formula
query. We note that an expressive searchable encryption scheme
based on regular language [64] has recently been proposed in the
literature. Nonetheless, the scheme suffers from lowefficiency that
may hinder its implementation from real-world applications.

All the aforementioned systems only provide ‘‘plain’’ text/
symbol/ formula based search for mobile device users. In real-
world applications, audio/video-based, and even bio-based search
pattens are desirable. Designing privacy-preserving search with
workload offloading (to cloud) without loss of search expres-
siveness is a challenging and unsolved problem. Besides, a data
owner may would love to delegate his search rights to others, and
meanwhile, the owner prefers to control the search delegation by
revocation strategy.

3.5. Secure data share

To securely share a file with others, a mobile device user may
use traditional encryption (e.g. attribute-based encryption [43,
65]). But the traditional encryption requires the user to be always
on-line, and to consume considerable computation resource (to
perform an encryption of sharing data), communication cost and
battery to fulfill a simple data sharing. If the encrypted file is
stored in cloud, the user has to download the file in local before
proceeding to re-encryption. A naive solution would be that the
data owner shares the secret key with a proxy cloud, so that
the cloud may ‘‘decrypt and then re-encrypt’’ the corresponding
ciphertext to other specified users. However, the solution depends
on the assumption that the proxy is fully trusted but also being not
curious on the encrypted data (as well as the corresponding secret
key). It is clear that the assumption cannot firmly hold in practice.

Proxy re-encryption (PRE) has been invented to tackle the above
problem in an effective and efficient way in the sense that a user
only generates a special key (other than a ciphertext, as the golden
coin in Fig. 5) for cloud server, such that the server can convert the
ciphertexts of the user into those intended for others. In the figure,
Alice is known as a delegator, while Bob is called a delegatee; the
golden coin is referred to as a re-encryption key for the ciphertext
conversion.

The idea of decryption rights delegation is initially introduced
by Mambo and Okamoto [66]. Following the delegation concept,
Blaze, Bleumer and Strauss [67] defined the seminal notion and
a concrete construction of PRE. PRE can be classified into four
types, namely unidirectional, bidirectional, single-hop and multi-
hop PRE. PRE has been designed for various encryption scenarios
in the literature15 . For instance, there are traditional proxy re-
encryption [68–70] (based on traditional public key encryption
technique), identity-based proxy re-encryption [5,71–73], broad-
cast re-encryption [74,75], attribute-based re-encryption [76–79]
and functional proxy re-encryption [80,81].

The premise of PRE relies on the design of re-encryption al-
gorithm that guarantees a proxy server to run a ‘‘partial decryp-
tion’’ for an original ciphertext of a user and next create a ‘‘full
encryption’’ for a delegatee, so that the valid delegatee can recover
the message by its decryption key and meanwhile, the proxy
knows nothing about the underlying message. To achieve secure
re-encryption, the construction of a re-encryption key is somewhat
subtle. For instance, given a ciphertext tuple (Z1 = gxr , Z2 =
e(g, g)r · m), a user A may construct a re-encryption key gy/x for
the proxy server, such that the server can compute Z3 = e(Z1, gy/x)
for a delegatee Y who can later recover m by computing Z2/Z

1/y
3 ,

where (gx, x) and (gy, y) are public/secret key pairs for X and Y .

15 We note that nearly all PRE systems are designed on top of public key encryp-
tion technique.

Fig. 5. Secure encrypted cloud-based data share — proxy re-encryption.

Nevertheless, the simple usage of PRE yields a potential security
risk in ciphertext conversion that no one knows if the conversion
is correct. A direct solution is introduced in [82] in which an
encryption receiver with appropriate decryption rights can check
the validity of conversion. This post-check mode, actually, does
not scale well in real world, as it is too late to detect the errors –
after the encrypted data being downloaded, and meanwhile, only
a valid decryptor can tell the errors upon gaining access to the
encryption. A practical and publicly validity checkmethod – before
downloading data, is necessary here. There is also an inevitable
disadvantage of PRE system while the system is implemented in
the mobile client–cloud server model. A mobile user, say Alice,
cannot prevent a dishonest cloud server from re-delegating her
decryption rights to other ‘‘unspecified’’ users, if the server col-
ludes with any delegatee who is already granted Alice’s decryption
rights. For example, the servermayworkwith a specified delegatee
Bob, and further re-delegate Alice’s decryption rights to amalicious
user Carol. The re-delegation can be fulfilled even without any
permission fromAlice. This issue seems to be incurred by the subtle
PRE construction. It is desirable to design a detecting mechanism
to identify any misbehaves yielded by delegatee and proxy server.

PRE also easily suffers from an inside-domain-conversion limi-
tation that is a re-encryption key can only be used to handle the
conversion among the ‘‘same-type’’ ciphertexts16 . For example,
an identity-based encryption can be turned into another cipher-
text with the same identity-based format, while an attribute-
based ciphertext corresponds to an ‘‘attribute-based’’ conversion.
Furthermore, for more fine-grained encryption, e.g., functional
encryption, the cost of re-encryption key generation (as well as
encryption/decryption) is extremely heavy for mobile user, as it
usually is linearly in either the size of access policy or the size
of attribute set. Efficient construction for re-encryption key is
necessary in the context of functional encryption.

3.6. Outsourced data computation

Mobile devices were limited to very restricted computational
ability and storage space around a decade ago. It is undeniable that
the recent advanced mobile software and hardware technologies
give birth to a new generation of mobile devices with stronger
computational power, larger storage room and longer battery life.
However, local data processing/computing and maintenance, in
particular those related to large scale database, will definitely
bring headache to mobile users. Thanks to the prevalence of cloud,
mobile users are offered an option to outsourced their data to
cloud, so that cloud can fulfill heavy computing tasks on behalf

16 We note that [83] introduces an approach to convert traditional public key
encryption to identity-based one; while [84] proposes a scheme to transform
attribute-based encryption to identity-based.
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of the users. Without loss of data secrecy, many cloud users may
choose to leverage encryption technique to ‘‘mask’’ their data
before outsourcing. There is a few encryption technologies that
can be used to guarantee secure encrypted data computation.
Below we focus on homomorphic encryption. We note that some
other mechanisms, like secure two/multi-party computation, are
also applicable to outsourced data computation applications. The
reason we only mention homomorphic encryption is that the ho-
momorphic technique is seen as the underpinning for ‘‘high-level’’
secure (computation) constructions17 .

Performing computation on encrypted data is the initial in-
tention of designing homomorphic encryption. Rivest et al. pro-
poses the seminal concept of homomorphic encryption in [86].
ElGamal [36], Goldwasser–Micali [87], Paillier Encryption [88] are
well-known asymmetric homomorphic encryption systems. Fol-
lowing by the aforementioned prominent systems, some variants
of homomorphic encryption have been proposed in the litera-
ture, for example, [89,90] can be regarded as the generalization
of [87], and [91] is an adaptation of [88] in elliptic curves. How-
ever, the previously introduced systems can only support either
addition or multiplication computing tasks. A breakthrough was
put forward in 2009. Craig Gentry [92] revisits the homomorphic
encryption to introduce the first plausible fully homomorphic
encryption scheme. The fully homomorphic encryption supports
addition and multiplication computing at the same time. Com-
pared to the ‘‘somewhat’’ homomorphic encryption (those only
supporting either addition or multiplication), the ‘‘fully’’ feature is
more practical. Since the introduction of Gentry’s seminal work,
homomorphic encryption schemes have been mainly developed
from integer-based, lattice-based, and (ring) learning-with-errors
based encryption.

Homomorphic encryption technique is an effective approach
for encrypted data computation whereby an untrusted party can
compute the encrypted data in a ‘‘blind’’ way but outputting
valid and correct ‘‘encrypted’’ result. The party here knows noth-
ing about the result but also underlying encrypted input. Homo-
morphic encryption can support ciphertext either +or · opera-
tion, or both of the operations. For multiplication, taking ElGa-
mal encryption as an example, we have Enc(m1) ⊗ Enc(m2) =
Enc(m1 · m2); Enc(m1) ⊗ Enc(m2) = (g r1 ,m1hr1 )(g r2 ,m2hr2 ) =
(g r1+r2 , (m1 ·m2)hr1+r2 ). From the design of Paillier encryption, we
can see its addition homomorphic feature. We have Enc(m1) ⊗
Enc(m2) = Enc(m1 +m2); Enc(m1)⊕ Enc(m2) = (gm1 rx1)(g

m2 rx2) =
gm1+m2 (r1r2)x, where x is the modular, r1, r2 are random seeds, and
m1,m2 are messages. Whereas the fully homomorphic encryption,
themore desirable one in practice, can provide both types of calcu-
lation - Enc(m1) ·Enc(m2) = Enc(m1+m2) and Enc(m1) ·Enc(m2) =
Enc(m1 · m2). An advantage of using homomorphic encryption in
mobile cloud is that the computation cost can be offloaded from
users to cloud. This is so because the homomorphic operations can
be taken care by cloud, andmobile users may only need to prepare
data encryption on their mobile devices. We have to note that
current fully homomorphic encryption is not ready for real-time
applications, for instance, the public/secret key generation phase
of [93] takes hours to set up, the corresponding public key size
could be up to 2 GB, and a homomorphic evaluation in AES circuit
needs more than 30 h to be done [94].

Although there exist some improved versions of homomorphic
encryption over efficiency (in terms of running time and memory
usage), e.g., [95],18 the homomorphic technology still does not
scalewell while being used in the context ofmobile cloud.We note

17 Werefer readers to [85] formore introduction on security tools formobile cloud
computing.
18 The paper limits the computation to small number of AND gates with shallow
depth, and the multiplications are in GF(2).

securemulti-party computation (MPC) systems can support cloud-
based encrypted data computing in sense that a server intakes two
respective encrypted values as input and outputs a ‘‘masked’’ re-
sult. However, those systems suffer from similar limitations as the
homomorphic encryption does as follows. First of all, no current
systems enable the encryption of arbitrary values in R, i.e. real
number. Although Chinese Remainder Theorem can be used to
increasemessage space of system to support large integer, it seems
there is a long way for homomorphic encryption to support real
number calculation. In addition to huge ciphertext size/memory
cost for just a simple homomorphic evaluation, there is no ho-
momorphic system providing a native division operation. Mobile
users have to download the corresponding encrypted data from
cloud to decrypt-then-calculate the division on their owns. More-
over, if the homomorphic computation outputs a ‘‘long’’ encrypted
result, such as a set of ‘‘masked’’ genomic-related data, the devices
will suffer from huge computation and communication cost for
download-then-decrypt operation. Last but not least, the existing
homomorphic encryption systems fail to support search function-
ality, so that it is hard for the cloud server to tell which encrypted
data (stored in the cloud) should be intaken for calculation.

3.7. Malicious behaviors traceability

An Internet usermay encounter with various types ofmalicious
behaviors launched by adversaries (such as network attackers),
while connecting his/her devices to an open network. The behav-
iors are usually full of hostility but also with special purpose. For
example, an on-line banking hacker may try to deceive a bank
user to reveal the login password by phishing. Due to space limit,
we cannot explore all ranges of malicious behaviors (targeting to
mobile cloud user) in this paper but only consider the following
type of ‘‘misbehaviors’’.We refer to this type ofmalicious behaviors
as decryption rights leak.

The decryption rights leak commonly appears in daily Internet
life. For instance, a valid monthly pay apple TV subscriber may
choose to re-sell his/her subscribed channel to others, so that
the person, who have not even registered to apple TV, could be
able to gain access to the contents of the channel. This malicious
behavior could happen tomany TVbroadcast services. Similarly, an
eLearning registered user is able to unrestrictedly share the on-line
learning contentswith unlimited amount of his/her friends, by only
sharing the subscribed key. Consider another example on eHealth.
After a patient encrypts and uploads his/her medical/health record
to an electronic health care server, an access granted doctor (e.g. a
physician)might have chance to disclose the record to a third party
(e.g. insurance company) for illegal extra income, for example,
the doctor may obtain benefit from persuading the patient to buy
medical service from the party.

In addition, key generating authority/infrastructure, some-
times, cannot be fully trusted as well. This is so because the
authority may collude with network attackers to leak specified
system users’ decryption rights to reveal the corresponding se-
cret information. For example, an administrator who takes fully
control of the eHealth platform can allow insurance companies
or medicine agents to gain access to patient’s health records for
business marketing.

Technically, it is difficult for us to totally eliminate the delib-
erate decryption rights leak, since a system insider (i.e. system
user as well as system administrator) can ‘‘freely’’ deliver/share
secret key with other entities. There is possibility to perform some
post-prevention for the above case, although the behavior cannot
be pre-prevented. For example, we need to identify the entity
who leaks decryption rights, further revoke the dishonest user,
and meanwhile, update the ciphertext(s) related to the leaked
secret key (see Fig. 6, in which we denote a private key generator
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Fig. 6. Tracing misbehave user and private key generator.

authority as PKG, secret key as SK, an auditing trusted party as
TP). Two decades ago, Chor, Fiat and Naor [96] proposed three
pieces of seminal cryptographic schemes to track down dishonest
user(s) inside a secure system. However, their schemes require
huge amount of storage space for decryption and encryption, in
which the most efficient scheme needs to prepare O(klog(n/p))
and O(k2log(n/p))19 decryption and encryption key (per message
block) for each system user, respectively. After that some more ef-
ficient trace secure systems have been introduced in the literature,
such as [97,98]. We note that traceability is also explored to other
cryptographic systems, such as signature [99]. But here we mainly
concentrate on data secrecy scenario.

Boneh and other cryptographers [100,101] explores the trace-
ability to the public key encryption system. Following by the
inspiration of the previous works, some scholars have extended
traceability to more general encryption level. Libert et al. [102]
designs a traceable group encryption system, while Au et al. [103]
invents an identity-based encryption dealing with dishonest pri-
vate key generator. There have been traceable broadcast encryp-
tion [104], attribute-based encryption [105,106] and predicate en-
cryption [107] systems.

Although the traceability can be extended to general encryp-
tion, e.g. attribute-based encryption, the lowencryption/decryption
efficiency issue is still unsolved on user/client side. In other
words, mobile device users are required to bear heavy encryp-
tion/decryption burden while uploading (resp. downloading) their
data to (resp. from) cloud. Moreover, this traceability (as well as
revocability) should be explored to more general scenarios, such
as tracing misbehaved cloud server. An anonymous but malicious
service provider should be caught andpunishedunder lawenforce-
ment.

In addition to aforementioned limitations, the single ability
providing in searchable encryption (searchability), homomorphic
encryption/MPC (secure computation) and PRE (secure data share)
cannot fully satisfy the multiple functionalities need of mobile
users (see Table 4). A naive ‘‘all-in-one’’ solution is to trivially
combine a searchable encryption, a homomorphic encryption/MPC
and a PRE into one system. Nevertheless, it is unknown that if the
building blocks are compatible with each other and furthermore, if
the combination is effective and secure.

19 k is the number of dishonest collaborator, n is the number of system user, and
p is some positive probability.

4. Some possible countermeasures for the challenges

In the previous section,we summarize fourmajor challenges for
mobile cloud users — mobile user and mobile cloud bidirectional
authentication, mobile data encryption and integrity check, and
mobile data search, share and computation, and malicious behav-
iors traceability. In this section, we generally propose some pos-
sible solutions to the challenges. For bidirectional authentication,
we may employ the aid of a trusted third party who authenticates
both mobile user and mobile cloud service provider. The trusted
party can reuse some existing mobile user authentication system
to check the identity of user; while the same technique can be
employed into the authentication for service provider.

To guarantee encryption but also data integrity, we may try to
design new POR schemes which ensure data protection, integrity
check and data recovery at the same time. However, the only draw-
back of POR is its high computation and communication complex-
ity. Using a trusted party to handle most of heavy computational
cost might be one of the effective ways to address the efficiency
problem. Much like on/off-line encryption technique, (e.g., on-
line/off-line attribute-based encryption), the on-line lightweight
part is taken by mobile users, while the off-line heavy cost com-
putation is assigned to the trusted party.

Designing an ‘‘all-round’’ systemwith secure data search, share
and computation is extremely challenging. To the best of our
knowledge, none of the existing cryptographic systems can per-
fectly achieve the goal. Recently, two interesting works [108,
109] have been proposed to provide search and share function-
alities. [108] and [109] are built on top of attribute-based and
identity-based encryption, respectively. Below we show that the
system [108] may be extended to offer somewhat homomorphic
computation. We convert the ciphertext element A to be m1 ·

e(g, ĝ)αs1 , and keep other elements unchanged, i.e. B = g s1 , {Cx =

hs1
x }x∈S , D = e(tH3(KW )z, ĝ)α̂s1 , and E1 = f s11 . This is a ciphertext for

message m1. Note we only consider the chosen plaintext security
here, so that we ignore the element E2 in the original scheme
in [108]. Suppose there is another ciphertext for message m2 -
(m2 · e(g, ĝ)αs2 , g s2 , {hs2

x }x∈S , e(tH3(KW )z, ĝ)α̂s2 , f s21 ).
We further assume that the ciphertexts share the sameattribute

set S and keyword KW . We have a somewhat homomorphic com-
putation as follows - Ā = (m1 · m2) · e(g, ĝ)α(s1+s2), B̄ = g s1+s2 ,
{C̄x = hs1+s2

x }x∈S , D̄ = e(tH3(KW )z, ĝ)α̂(s1+s2), and Ē1 = f s1+s21 ,
such that the corresponding decryption yields m1 · m2. The above
extension does not affect the re-encryption, search and decryption
algorithms, since the above ‘‘computation’’ is an exact output of the
encryption algorithm in [108].

However, the resulting system suffers from linearly computa-
tion and communication cost that is unbearable for mobile device
users. Specifically, one encryption operation requires O(|S|) and
O(1) exponents inG1 andG2, a search token generation needsO(l2)
exponents in G1; while an encryption and a search token occupy
O(|S|)|G|+O(1)|λ| andO(l2)|G| bandwidth, respectively. One of the
possible methods to reduce the complexity is to reuse the trusted
party idea again in such away that all linearly cost (O(|S|) andO(l2))
will be lifted to the party, and the constant cost (O(1)) is allocated
to mobile users.

In contrast to [108], [109] is able to be extended to achieve
efficientmultiplicative homomorphic property.We below concen-
trate the extension on the algorithm Enc in [109]. Suppose there is a
ciphertext ofm1 under ID andw,C1 = m1·e(g2, ĝ1)t1 ,C2 = g t1 ,C3 =

(hID
1 g3)t1 , C4 = (g5g−w

4 )t1 , C5 = e(g4, ĝ4)t1 , C6 = H1(e(h2, ĝ4)t1 ),
C7 = K t1 . We here remove the hash computation for the element
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Table 4
Summarization.

Systems Search Share Computation Traceability

Searchable Encryption ✓ ✕ ✕ ✕

PRE ✕ ✓ ✕ ✕

Homomorphic Encryption/MPC ✕ ✕ ✓ ✕

Traceable Encryption ✕ ✕ ✕ ✓

C6, so that C6 is equal to e(h2, ĝ4)t1 . Note since the hash compu-
tation part is removed, the algorithm Search is correspondingly
revised to check e(C4, tk2)C

tk1
5

?
= C6. We further assume there is

another ciphertext of m2, but with a restriction that the ciphertext
is under the same ID and w (as well as the same keyword update
status in Listup), m2 · e(g2, ĝ1)t2 , g t2 , (hID

1 g3)t2 , (g5g−w
4 )t2 , e(g4, ĝ4)t2 ,

e(h2, ĝ4)t2 , K t2 . Accordingly, we have a new ciphertext of m1 · m2
by multiply the two ciphertexts, m1 · m2 · e(g2, ĝ1)t3 , g t3 , (hID

1 g3)t3 ,
(g5g−w

4 )t3 , e(g4, ĝ4)t3 , e(h2, ĝ4)t3 , K t3 , where t3 = t1 + t2. The
resulting ciphertext is the exact output of Enc(ID, w,m1·m2) so that
it does not jeopardize the further data search, share, keyword up-
date and decryption functionalities. It can be seen from the above
description that the homomorphic addition only takes constant
cost in computation and communication. That may scale well in
real-world mobile applications.

5. Conclusions

In investigating the chances and challenges ofmobile cloud, our
goal is to inspire academic and industrial communities to tackle all
the problems involved. We also would like to light in the hopes
that mobile cloud service providers, mobile device users and local
authorities will be more conscious of the challenges and embrace
the opportunities to work together to create a brighter future for
the mobile cloud applications.
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